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INTRODUCTION

Telecommunication Management Networks Practical Workbook covers those
practical that are very knowledgeable and quite beneficial in grasping the core
objective of the subject. These practical solidify the theoretical and practical concepts
that are very essential for the engineering students.

This work book comprise of practical work covering the course work of Telecom
Management Networks. All the practicals are designed and arranged on modern
concepts. Above all this workbook contains a relevant theory about the Lab session.
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LAB SESSION 01

Objective: (a) To learn the concept of a Network. Perform a simple service oriented
network design activity in Packet Tracer 5.

(b) Introduction to Network Management Tools. Learn how Networks can be
managed using these tools.

Background Theory for part (a):

A computer network or simply Network is a collection of computers and devices connected
together via communications devices and media such as modems, cables, telephone lines, and
satellites that facilitates communications among users and allows users to share resources
with other users. Networks may be classified according to a wide variety of characteristics.

Packet Tracer is a wonderful development program put out by Cisco: a leader in computer
networking hardware for simulating and testing network designs.

In this lab we will form a simple network as shown below. After completing the design you
will verify the connectivity between network elements by using the ping utility.

Constructing the network will take straight cables over the based network. You will also
assign the IP addresses on each network element. We will simply use a subnet of Class C (27
bits for network).After configuring the IP addresses; you will need to configure a gateway
address. The gateway address is simply the IP address of the Ethernet port that a computer is
destined to route its data. We will configure the server for the provisioning of HTTP service.

Procedure: Design the network as shown below in packet tracer 5.3 and finally test HTTP
service on it.

< Cisco Packet Tracer - G:\SNMPALab1_Metwork_Intro. pkt

Logical [Root] Mew Cluster Move Shisct Set Tiled Backaround Wiewport
[

> === > |

;'?J L Ty

T Z950-2 1841 2550-24 QL
g Switchl Routero Switcho Server- PT =

192 168.6.0 Metwork 192.168.5.0 Netwark eemp

< = | & F

Tims: 00:04:43 | Power Cycle Devices Fast Forward Tims Realtime

- - B c N Py eer-—- ) Last Status Source Destination Tvpe Color
o= = e — [Seenario o = |
S = I E = I-’i = [T [T [T [T D -
| e e— R =
B W= | | (e o o ] | .
[ 2620<M I = | >

Backgeround Theory for part (b):



http://en.wikipedia.org/wiki/Computers
http://en.wikipedia.org/wiki/Device

(1)

(ii)

(iii)
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(a) Network management refers to the activities, methods, procedures, and tools that can be used

for maintaining following three operations on a network.

Operation deals with keeping the network (and the services that the network provides) up and
running smoothly. It includes monitoring the network to spot problems as soon as possible,
ideally before a user is affected.

Administration involves keeping track of resources in the network and how they are assigned.
It deals with all the ‘“housekeeping” that is necessary to keep things under control.
Maintenance is concerned with performing repairs and upgrades—for example, when a line
card must be replaced, when a router needs a new operating system image with a patch, when
a new switch is added to the network. Maintenance also involves corrective and preventive
proactive measures such as adjusting device parameters as needed to make the managed
network run “better.”

Provisioning is concerned with configuring resources in the network to support a given
service. For example, this might include setting up the network so that a new customer can
receive voice service.

Network Management Tools: There are plenty of Tools that can be used for Network
Management. A few of them are as follows ;

Product URL Comments
Company
10-strike | Lanstate http://www.10- LANState builds a network map
strike.com/lanstate/ automatically by scanning Windows
network neighborhood or IP address
range. It can monitor the network or
individual traffic of each NE. Also
supports SNMP based management.
Castleroc | SnmpC http://www.castlerock. | The Work Group Edition 5.1 is

k com/ appropriate for small networks It
supports SNMPv3, as does the
Enterprise edition that provides other
capabilities. Cost of the Work Group
Edition is $995.00 The company has
been a leader in the SNMP field
Solar Engineers http://solarwinds.net/ | Provides a number of management
Winds Edition tools ranging in price from $145 to
$1995. The $1995.00 package is
Web-enabled. The Engineers Edition
at $995.00 looks like the most
attractive for users of this book in
that it contains most of the features
of the HiFn Ama;uzer.

MG- Net Inspector | http://www.mg-soft.si/ | Net Inspector Lite is $495.00. It
SOFT Lite looks like a good choice for readers
of this book. MG-SOFT provides
many other more comprehensive



http://www.10-strike.com/lanstate/
http://www.10-strike.com/lanstate/
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products and products can be
enhanced by proxy front-end
modules. There are also products that
support SNMPv3

Procedure: We will first use LANSTATE tool to demonstrate how a network manager
discovers a network and creates/maintains a graphical view of its network in a single
window. Open LANSTATE software. Run “Map Creation Wizard” from File menue. A
window will appear as shown below,

r New Network Map Wizard =

Welcome to the New Network Map Creation
Wizard!

Thiz wizard helps you to create network map fazt and eazily, arranging found computers in
aroupz, and drawing areas around them,

Select how to detect computers in the network

Scan IP addrezs range [recommended]. Thiz method allows detecting masimal number
(%) of network hosts, their types, 05 wersion, and other data. Metwark map can be drawn
automatically if there are routers with SHMP agents.

Import computers from the netwaork. neighbourhood [faster, but some hosts may nat be
C found]

Ay je
B
oy

<< Back L Meut = J[ Cancel ]

Click Next, a second window like below will appear,
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MNew Metwork Map Wizard

Step 1 of 4. Setting IP address ranges o
M S

Pleaze zpecify "Starting addrezz"" and "Ending address"" of IP addrezz range for scanning network, For automatic IP addrezz
range detection, pleaze zelect the necessam netwark, interface.

Interface
E-Microsoft Loopback Adapter - [10.0.0.2] o |
IP rangesz
(¥ 10.0.0.1 - 10.0.0.254
Starting IP address 192168.21.1 - 192.168.21.254
[EE ] 20 [ 1]
Ending IF address
[132] e8] 21 [ 254 |
[ Help ] [ << Back ] [ Mext »» l [ Cancel ]

Enter the IP Address range of you target network to be discovered and click next to get
following window,

MNew Network Map Wizard |;I@|El

Step 2 of 4. Specify scanning methods and parameters v
é:‘:-‘ -

Select the necezzam netwark, polling methodz. The more methods pou select, the more hozsts can be found. However, this
can increaze the scanning time. Large amount of TCP partz and ICMP packets alzo slows down the zcan. [F you specify
moare than one TCF poart to check, this can be congidered ag network attack by remote hogts, Commmunity strings are used for
getting data from SHMP agents [network printers, routers, et ] Thiz data iz uged for automatic netwark. map drawing. The

default community ztrings are: public, private, man.

ICMP ping T [] Detect netwark and local printers
-l
SR |2_[_"]_= Get additional data on hosts via MetBI0OS

Search UPnP devices

Search SNMP hosts [switches, routers, WiFi)
Community ar USERBPASSWORD for SHMPW3

[]ARP ping [IP->MALC]

TCP ping ;
A Thiz optipn cah zlow down the_ sCanhing | public.private.rmon !
! process in Windows <P and Yista spl. SHMPv3: Mo authentication - <LUSER#:» [empty passwaord]

Example: public.private. mon,myuzert adminbpassw

FPorte | 139
| Add [] Retrieve a connection table from switches:
|
|

Delete | IP address Cormmunity or userdp...

Responze timeout EEEIEI E ms |
L L

[ Help ] [ << Back ][ MHest = l[ Cancel
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Now clicking Next button will result in start of network discovery process as shown below,

2! New Metwork Map Wizard

Step 3 of 4. Searching and selecting hosts for placing on map At ~
it

- IP address MAC addiess | Mebwork adapter's manuf... | DNS name Host bype Printer SHMP agent Found by... Descriptio

fefigsh 1921682123 DOE7EEC.  [Intel Corporation] TCCLPC23 Wolkstation - SMMP 1, 2c ICHP Hardware:

182168.21.17 0016-76-8F...  [Intel Corporation] TCCLPCAT Workstation - SHMP 1, 2c ICHP Hardware:

192.168.21.1... 000D-28-4..  [Cisco) Switch (hub) - SMNMP 1, 2c ICHP 43-63-73€
182168.21.35 (00-16-76-8F...  [Intel Corporation] TELECOMPC3S  “Workstation - - |CHP
T 192.168.21.1... EQ-CB4E-C.. [ASUSTek COMPUTERI.. TCCLPC137 ‘Workstation - - ICHP
192.168.21.1.. O0-16-788E... ([Intel Corporation] MNED-30874D76... ‘woikstation - . ICHP
192168215 7OT1-BC-0.. [PEGATROM CORPORA..  TCCLPCOS Workstation - - ICHP

2%

Scanning IP address range... 7 << Back Mt 35 Cancel

The finally discovered network would be like as shown below,

2] [G:\Telecom-1.Ism] - LANState Pro

: File Edit “iew Host Monitoring SMHMP  Reports Logs Service Help

T DEEdIE| + 9 b =E|EdSH _lg,lﬂ G &% | 4F

| Maps | | Telecomn-1.1sm v| [ <= Back |
s
LR LigE LigE L g i
[%] LEELFEE e ToHEC HEEL e e UEELFE 7
o Ig! o IEP.! @ |§! o 'hi_g.! ar 'J! @ 'g!
TGEHRETS] TEGEERGEE]] MECIETES S TGEGEERES (4 CLEE RS0 NGEHRED
i 'gy i 'J_g o Q.g @iﬁ‘- Sh
-—I [HEE{LEE i) INELE{E e TEEURETE
@ IElE{LF e IEEL e =R CECIET RS 528 EE ]S UEELFERE (LIERE =5
[=Z)
: s e T — 1= -
e Hig a9 A8 L,y
IECURETRD CENIEEER TEGUEGAE: 15 FE WEILEER,
ﬁ g mnenan o el
(Come e !._ NGRS

Students are encouraged to explore the features of this software.

Now open the PowerSnmp from start menu. You should get a window like below,
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B PowerSNMP Free Manager

File: Discover Watch Tools Help

PowerSNMP Free Manager pQNGSNMP

Agent Address W ariable [Did) Walue = 1
= 3o
= 6 daod
= 1 intemst
1 directory
= 2 mgrt
. 2E 1mibz
=2 1 spste
i 1
2s
=i
41
5=
E:
i
a:
e2] 9:
Rl 2 interl ¥
o5 | i3]
£ | >
Tiaps |Log |
Time Sender Originator Enterprize/01D Generic Trap =~ Specific Trap

Goto Discover SNMP Agents to obtain the following window, In the address bar you can
specify the target network to be discovered or use the default broadcast address and press
find. Based on the SNMP community (public and NED) set in the properties clients with
snmp agent enabled will be discovered. Add these discovered clients to obtain the below
window,

== PowerSNMP Free Manager [= I[= ]

File  Discover wiatch  Taodls Help

PowerSNMP Free Manager

= #58 Discovered Devices Agent Addiess “ariable [0id) “alue
& g ’;:‘h‘;";’: N‘:“fes Variable Watches
gents ——aeme 2
= [ SNMPY Vi T9ZABE 2T AT spsDescr (1.361.21.1.1] Hiard 56 Family 15 Model B Stapping 4 .1 71 COR
Vlfl gg 1 gg-g-fgc V1 82188.21.119 epsDeser (1.36.1.2.1.1.11 Cise atiwork. O perating Spstem Softwars D105 [m]
e v1_192.188.21.17 spsDieser (1.3.6.1.2.1.1.1) Hardware: 86 Family 15 Model 6 Stepping 4 AT /AT COK T s
TS RE SN E v1_1921BB.21.116  sysDescr (1.36.1.21.1.1) Hard 86 Family 15 Model 6 Stepping 4 AT /AT CON = M
viT192 18821 16| | @ 119216821118 spsUipTime (1.3.6.1.2.1.1.3) Timeou  Error B 1
£ SHMPwz w1_192168.21.116  spsDescr (1.361.21.1.1) Hardware: xB6 Family 15 Model 6 Stepping 4 AT /AT COK 24
3 SHNMP3 w1_1921B8.21.116  spsUpTime [1.3.6.1.21.1.3) 83740 3+
v1_192188.21.118  spsUpTime [1.3.6.1.21.1.3) 298815 a:
V1_192188.21.118  spsUpTime [1.3.51.21.1.3) 298915 5«
5:
7
i 81
=] ER
= Zinter ¥
E] | 2
< I >
Traps |Log |
Time Sender Originator Enterprise/0ID Generic Trap | Specific Trap
® | G5

Now select the parameter of sysDescr from the Snmp MIT shown in the rightest window and
select any discovered agent from left most window ,right click on it and select query , a
windows will pop up in which press query button again to obtain the below window .You can
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see that it has returned the complete description of the selected client. You can similarly any
of the supported parameter in the snmp MIT.

Z PowerSNMP Free ianager

File  Discover Watch  Tools  Help

PowerSNMP Free Manager DOWGISNMP
:

= 58 Discovered Devioes Agent sddiess “ariable [Did) alue = 1 fad
L Metwork Modes =& Zog
= SMMP Agents — = & dod
=28 SNMPv1 = Query Agent X == 1 intemet
@ v1_192.158.21.25¢ = 1 dirsctory
¢ v1_192.16821.17 =& 2 mgmt =
9 w1 18216821 11€ Agert: [ v1_192.168.21.250 > == 1 mib2
o[ SMMPw2 = 1 syste
[ SHMPv3 Oid Yalue Type Value 1s
THETETTA tictet Siing isco intemetwark Operaling Sustem 5 oft | 2
- 3
; 4
S 5t
E:
7
8¢
LR
< = 2 inter ™
& = < =]
#dd Remave
= | 3|
Traps |Log |
Time Sendst Originator Enterpriss/01D Gereric Trap | Specific Trap
& | B

[T T Lab Manual [, =

Now select any of the snmp agent and select the sysUptime parameter from MIT and select
the add watch option from the right click options on the selected agent. You can also specify
warning limit and trigger an auto email notification if limit is crossed as shown below,
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2) SquirrelMail - Mozilla Firefox
File Edt Y¥ew History Bookmarks Tools  Help

X D SquirrelMail - I i ! )

e P \ D http:fimail.nedust. edu. plkysrefread_body . php?mailbox=INBOXRpassed_id=1195&startMessage=1 '.ﬂ,‘ X !e‘ \@‘ p} | A |

p ' V Search '{’4;"— 290C Login =' @ @ [501]~ O Music }"\ Games ‘\ ¢|

Q} % [3' p @ % WED University
MeessgliDabte  Pevow(Nes o] Foowud s Atichnen| Reply| Rply AL

Subject: PowerSIME Free Manager Watch Alert
From: tirwan aslam@nedqet edu pk
Date: Thu, July 21, 2011 3:50 am
To: rizwan aslam@neduet edu pk
Priority: MNormal
Options: View Full Header | ¥iew Printahle Tersion | Add to Addressbook

L watch wariable on the following agent has reach its limic.
Agent: vl 192.168.21.250
Wariable: 1.3.6.1.2.1.1.3
A wvalue of 366199674 was receiwved, which is Greater Than the preset limit of 366123612

Download this as a file

) NED | Move

Exercise:

1) Design a network in packet tracer 5.3.Add a server to the network and configure HTTP
service on it. Use this service from any client in the network.

2) Using LANSTATE discover a network (preferably your home network if applicable) and
export the discovered network to Microsoft Visio.
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LAB SESSION 02

Objective: Introduction to WireShark (Network Protocol Analyzer /Packet Sniffer) and
Layered Protocol .

Background Theory

A better way to understand network protocols is to observe how they actually work. A basic
tool for observing the messages exchanged between executing protocol entities is the packet
sniffer, which is an essential part of network protocol analyzer. WireShark is a free and open-
source network protocol analyzer that runs on various operating systems including Linux,
Unix, Mac, and Windows.

WireShark:

WireShark (previously called Ethereal) is one of the most widely used network protocol
analyzer. It passively sniffs packets that are sent from or received by a designated network
interface, but never sends packets itself. It receives a copy of packets that are sent from or
received by the applications

and protocols executing on the end-system (e.g., your computer). WireShark also has a
graphical front-end to display the packets that it sniffs.

packet sniffer

P —
| ) l bl (8 W
: packel i . ation applicaticn (e.q » WWHY
| analyzer [ SPPUCAHO browser, fip client)
]
: . =
| I
| |
! ! T
i i operating
| ! i system Transport (TCP/UDP)
i i
J | ! packet ! Network (IF)
1 ~ i )
; ! capture e | SO0 of all Ether et Tk S
- - | -L-.Irr-- \ | framsas sant-recer-;e:l.—L k (Ethemet)
i \peap) : Physical
1 p——

=T i

bodfrom network toffrom netwark

Fig2.1

Fig2.1. shows the structure of a network protocol analyzer. At the right of the figure shows
the protocol stack and applications (such as a web browser or an FTP client) that normally
run on your computer. The network protocol analyzer, shown within the dashed rectangle,
has two parts, the packet capture and the packet analyzer. The packet capture library receives
a copy of every link-layer frame that is sent from or received by a designated network
interface. The messages exchanged by higher layer protocols such as HTTP, FTP, TCP, UDP,
DNS, or IP all are eventually encapsulated in link-layer frames that are transmitted over
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physical media such as an Ethernet cable. In Fig. the assumed physical media is an Ethernet,
and so all upper layer protocols’ headers are eventually encapsulated within an Ethernet
frame. Capturing all link-layer frames thus gives you all messages sent from or received by
all protocols and applications executing in your computer.

The second component is the packet analyzer, which displays the contents of all fields within
a link-layer frame. In order to do so, the packet analyzer must understand the structure of
messages exchanged by the protocols. For example, we are interested in displaying the
various fields in messages exchanged by the HTTP protocol in Fig. 2.1. The packet analyzer
understands the format of Ethernet frames, and so it can identify the IP datagram within an
Ethernet frame. It also understands the IP datagram format, so it can extract the TCP segment
within the IP datagram. It understands the TCP segment structure, so it can extract the HTTP
message contained in the TCP segment. Finally, it understands the HTTP protocol and so, for
example, knows that an HTTP message may contain the string of “GET”, “POST” or
“HEAD”.

Layered Protocol

Two reference models are used to describe the network architecture, the OSI/ISO reference
model and the TCP/IP reference model. The OSI/ISO model divides the network into seven
layers and the TCP/IP model divides the network into four layers. No matter which model is
used, the basic principle of the layered architecture is that each layer performs some services
for the layer above it.

Procedure:

Installation

WireShark is free to download at http://www.wireshark.org/. How to build and install
WireShark onto machines first consult the Wireshark User's Guide, the Wireshark
Developers Guide and the various README files provided with Wireshark.

Starting WireShark

When you run WireShark, you will see the graphical user interface (GUI) as shown in Fig.
2.2. There are four main fields:

_ Filter field: Used to filter out uninteresting packets with the entered specifications, so you
can choose which packets should (not) be shown on the screen;

_ Captured packets: Lists the packets captured by the selected interface;

_ Details of selected packet: Lists information about the packet that is selected in the
captured packets window;

_ Content of packet in hex/ASCII: Displays the content of the captured packet, in hex and
ASCII.

10


http://www.wireshark.org/docs/wsug_html_chunked/
http://www.wireshark.org/docs/wsdg_html_chunked/
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7 [Wntitled) - Wireshark
Blo Edt Sew Go Captare Anelyss  Staemics  Heb

Bl & pE x»nao B «seF i BE aal @8 x| B

Eiter: ~ [Epresson,, O Bpply
_ _._'____,_.-»"
Fitter fed =T, - e Seures Desthaticn Protecol  Irfo ”
345 8, 557990 Irtel_chidbila Broadezast ARP who his 142,104,900, 27 Tell 142.104,100.110
346 B, &04303 HewlpttP_73:130:06 AroAd=ast ARF whe Mas 142,104,096, 2% Tell 142.104.100.66
P — 347 8, 857555 SURMicroLer: Ber T Broadeast ARP Whio hiae 142,104,586, 2% Te1] 142,104, 56,1
= 349 8 712538 Guc_B2:iEDdc Broadcast ARP who has 142,104,117, 657 Tell 142.104.117.175
padkets 349 8, 742951 142.204.115.228 142,104,127.255 MENS Mae guery HE WPAD, LWIC.CA, 200
250 2. 245600 EunMicro_EBf:al:cs Broadcast ARF who hias 142,104 122 647 Tell 142,104 G612
R IS B, 45624 sunmicro_gfiazics Broadcast ARP who has 142.104.122.657 Te11 142.104.96,12
392 B, 865617 surMicro_Sf:a2:ci Broadcast ARF who has 142.104.122.667 Tell 142.104.65,12
353 B, 865626 surMicro_pfial:ch Broadcast ARF who has 142,104,122, 667 Tel1l 142,104, 96,12
354 8 BE563L surMicro srtiazics Broadsast ARP who b2 142.104,122,677 Tell 142,104, 56,12
335 8,87RI12 EF At S Brodd<ast ARP wWho hig L42.104.122,. 747 Tall L42.104, 98,12
316 5, SE0492 Irtel_ch:ddide Eroadcast ARF whe has 142.104.117.657 Tell 142.104.117.100
257 8,903701  142.104.116.21 142.104.127. 245 ERCWSER HBST ARROURCEMERT GONZD, Workstation, Serwer, WT War
358 9, 01307 14d.160d.122.41 142.104,137.255 MBS Name guery NE ARCWE <lbx

= Frame 1 [60 bytes an wire, B0 bytes captured)
Arrival Time: aug 20, 2007 L8:i0:ld, 548ELI000
[Time delta fram previous caprured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0, 000000000 seconds)
[Tme since reference ar £Arst frate: 0,000000000 seconds]
Detailsof Frame Nuﬂhe;: i e
Frame Len T ED -1
s2lcted - Capture LE-I:QT.h: a0 bytes
padkst [Frame iz markad: False]
[Protocols in frame: ethiarp]
[calardng kuTe Hame: k]
[colaring Rule String: arpl
# Ethernet II, Src: SunMicro_av:fe:ba (DB:0D:20:aF:fe:hal, Dst: Broadcast (Ff :fF:ffiff:ffiffh
4 Aaddress resplutian protocol (reguesth

oo T TF 71 ©F fT 11 OB 00 20 a7 e ha 08 06 00 00 ........

C ontent 010 OB 00 06 0d OO 01 OB DO 20 a7 Fe ba Be 68 63 14 ........ Lllhe

020 fF £f ff ff ff ff 82 68 6d 2F 55 55 55 55 55 55 .......H m.Ououou
cfpacket O30 55 55 55 55 55 55 55 55 G55 55 55 55 uuLUILIY LUy e e
o -
ASCTII File: "4 eI LUME 1 | ADMIUT 1 |LCXCALS L Tefnp |etha o Ka0L 736" 33 KB 000009 Pt 353 O 353 M 0DFOps: 0

Figure 2.2: WireShark graphical user interface

Capture Trace

Use the following procedure to capture the trace.

_ Pick a URL and fetch it by wget. For example, open a console, type “wget
http://www.google.com.pk™, you will obtain the fetched resource written in a file.

_ Close web browser. By minimizing browser activity you will stop your computer from
fetching unnecessary web content, and avoid incidental traffic in the trace.

_ Launch Wireshark. Choose the network interface that we would like to capture the packets
on. To do this, select “Capture ) Options” from the command menu. A window similar to the
one shown in Fig. 2.4

should pop up. Select the interface you are using. Uncheck “Capture packets in promiscuous
mode”.

11
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——2012-09-08 22:04:12—— RUTp://WwWW.google .ca/
Resolving www.google .ca. ... 74.125.125.54, 260T:f8b0:400e:c0D::5e
Connecting to www.google.ca|74.125.1259.54]:80... connected.

T awaiting response. . . 200 OF
Length: unspecified [text/html]
Saving to: "index.html.l®

[ <=>

2012-05-08 22:04:12 (607 MBf=s) —Q index.html.l' saved [11140]

xwangfcai-pc-xwang:~5 I

Figure 2.3: Wget URL

This mode is useful to overhear packets sent to/from other computers on broadcast networks.
We only want to record packets sent to/from your computer. Use capture filter “tcp port 80”.
This filter will record only standard web traffic and not other kinds of packets that your
computer may send. Click “Start” to start the packet capture process.

_ When the capture is started, repeat the web fetch using wget above.This time, the packets
will be recorded by Wireshark as the content is transferred.

_ After the fetch is successful, return to Wireshark and use the menus or buttons to stop the
trace (“Capture ) Stop”). If you have succeeded, the upper Wireshark window will show
multiple packets. How many packets being captured will depend on the size of the web page.
An example is shown

in Fig. 2.5.

Layered Protocol
By inspecting the captured trace, or the provided trace (lab2-wget-trace.pacp) to understand
the layered protocol.

12
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™ Wireshark: Capture Options EJE]

Capiure
Solct J— Interface; | Broadoon Metdtreme Sigabit Ethernet Driver (Microsoft's Packst Scheduler] ; \Devic el NFF |EJ
TnerfEoe IP address: 142, 104,115.4

Buffer siza: |1 5 megahyba(s)
[+| Caphure packets in promiscuous mode
[] Limit each packet ta Ertes
| Capture Filter: | || [T]
Capture Filels) Disalay Opkions
File: Erowse... [+ Update list of packetsin real time

[] Usa mulkiple Files
[+ automatic scraling in lve captire

[+ Hide capture info dialag

Mane Resalution

= .
SFOp CApErE e [+] Enabk M&C name re solulion

L1 ... after [+] Enable petwork name resolucion

[]... after
[] .. afker

I Help ‘ Skark I Cancel

[+ Enable transport namne resolition

Figure 2.4: Capture options window

Select an HTTP GET packet. This packet carries the HTTP request sent from your computer
to the server.

_ HTTP is the application layer web protocol used to fetch URLs. It runs on top of the
TCP/IP transport and network layer protocols. The link layer protocol shown in the figure is
Ethernet. It may be other

protocol, depends on your network.

_ Click on one HTTP packet, and turn to the middle panel with details of the packet. The first
block is “Frame”. This is a record that describes overall information about the packet,
including when it was captured and how many bits long it is. The second block is “Ethernet”
(You may have taken trace in a computer with 802.11, but still you will see an Ethernet
block. This is because Wireshark capture traffic in Ethernet format determined on the capture
options. See Link-layer header type.). Then we can see IP, TCP, and HTTP. This is a bottom-
up order, because as packets are passed down the protocol stack, the header of the lower layer
protocol is added to the front of the information from

13
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. wget_trace <
File Edit Miew Go Capture Analyze Statistics Telephony Tools Intermals Help

Beoee BEEXxEEe aesT2IEE Q@aaf| »

Filter: - | Bxpression.. Clear Apply Save
MNao.

Time Source ) ] Dectination Protocal Length Infa

142_104.81.18 E i TCP 74 35318 > hcy

F Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
@ Ethernet II, Src: D-Link 6b:cf:fd (00:26:5a:6b:cf:fd), Dst: Ccisco_b4:B8:00 (00:16:
® Internet Protocol version 4, Src: 142,104.81,.181 (142.104.81.181), Dst: 74.125.12¢

+ Transmission control Protocol, src Port: 39318 (39318), DSt Port: http (80), Seq:

q i " r

0000 00 16 9c b4 8B 00 00 26 5a 6b cf fd 08 00 45 DO Ty T, <

e
Q010 00 3c 19 3 40 00 40 06 75 00 Be 6B 51 b5 4a 7d <. 88, uw..bhg. 3}
0020 &1 5e 99 96 0D 50 2b 4b 9d cf 00 OD OO OO a0 02 sl R H
QO30 39 OB ac 27 0D O0D D2 04 05 b4 D4 02 OF Da 00 02 I 2 e
0040 &4 Oc 00 00 OD OO0 01 03 03 06 . -

S H File: "C\Users\ Davel\Documents\wget_trace... | Packets: 26 Display... | Profile: Default

Figure 2.5: Packet trace

the higher layer protocol. That is, the lower layer protocols come first in the packet.

When an Ethernet frame arrives at a computer, the Ethernet layer must hand the packet that it
contains to the next higher layer to be processed. In order to do this, the protocol use
information in its header

to determine the higher layer data unit encapsulated.

Exercise
Capture a SNMP packet using wireshark and record your observation.

14
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LAB SESSION 3

Objective: (a) To study the concept of a Network Monitoring System (NMS).
(b) To study a SNMP based NMS and observe communication between a
managed element (CISCO 2950 Catalyst Switch) and NMS system.

Background Theory:

Short for Network Management System, NMS is a computer that has been setup to monitor
and/or manage a Data/voice network and the devices contained in that network. Network
management refers to the activities, methods, procedures, and tools that pertain to the
operation, administration, maintenance, and provisioning of networked systems.

Operation deals with keeping the network (and the services that the network provides) up and
running smoothly. It includes monitoring the network to spot problems as soon as possible,
ideally before users are affected.

Administration deals with keeping track of resources in the network and how they are
assigned. It includes all the "housekeeping" that is necessary to keep the network under
control.

Maintenance is concerned with performing repairs and upgrades—for example, when
equipment must be replaced, when a router needs a patch for an operating system image,
when a new switch is added to a network. Maintenance also involves corrective and
preventive measures to make the managed network run "better", such as adjusting device
configuration parameters.

Provisioning is concerned with configuring resources in the network to support a given
service. For example, this might include setting up the network so that a new customer can
receive voice service.

NMS implementation using SNMP

Simple Network Management Protocol (SNMP) is a UDP-based network protocol. It is used
mostly in network management systems to monitor network-attached devices for conditions
that warrant administrative attention. SNMP is a component of the Internet Protocol Suite as
defined by the IETF. It consists of a set of standards for network management, including an
application layer protocol, a database schema, and a set of data objects.

SNMP exposes management data in the form of variables on the managed systems, which
describe the system configuration. These variables can then be queried (and sometimes set)
by managing applications.

In typical SNMP use, one or more administrative computers have the task of monitoring or
managing a group of hosts or devices on a computer network. Each managed system (also
called Slave) executes, at all times, a software component called an agent (see below) which
reports information via SNMP to the managing systems (also called Masters).

Essentially, SNMP agents expose management data on the managed systems as variables
(such as "free memory", "system name", "number of running processes", "default route"). But
the protocol also permits active management tasks, such as modifying and applying a new
configuration. The managing system can retrieve the information through the GET,
GETNEXT and GETBULK protocol operations or the agent will send data without being
asked using TRAP or INFORM protocol operations. Management systems can also send
configuration updates or controlling requests through the SET protocol operation to actively
manage a system. Configuration and control operations are used only when changes are
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needed to the network infrastructure. The monitoring operations are usually performed on a
regular basis.

The variables accessible via SNMP are organized in hierarchies. These hierarchies such as
type and description of the variable are described by Management Information Bases (MIBs).
Typically, SNMP uses UDP ports 161 for the agent and 162 for the manager. The manager
may send requests from any available source port to port 161 in the agent. The agent response
will be sent back to the source port. The manager typically receives notifications on port 162.
The agent may generate notifications from any available port.

-
Manage men t
antity
ol . [

F____ e ] < L >
e
Management Managsment Managsment

database data base databass

Managed dewvicos

Lab Scenario: We have a very simple network comprising of following components ;

A CISCO 2950 CATALYST Switch configured for SNMP

A PC loaded with IReasoning MIB Browser.

We have simple Ethernet connectivity between the two elements with following IPs assigned

192.168.21.116 assigned to PC
192.168.21.117 assigned on VLANI in Cisco 2950 Switch.
Procedure: Open the IReasoning MIB Browser on the PC. It should load as shown below ;

> jReasoning MIB Browser

File  Edit ©Operations Tools  Bookmarks  Help

Address: (192.168.21.117 |  Advanced... oIb: |.1.3.6.1.2.1.1.1.0 | Operations: | Gek Mext v| & ce

.~ Result Table |
| Mame/OIn i valus Type | ¢ 3
=I5 syste 2
T Y =
ol sy
é swsUpTime B
i swsContact [
LB swshlame | &t
L[ swsLocation
Haao swsServices L
=

tramsmission

15 sy |
HOST-RESOURCES-MIE. iso.org.dod . internet. mgrmt. mil
IF-MIB.iso.org.dod.internet
SIP-MIB.iso.org.dod.internet, mart. rmib-2

{2 RMON-MIB.iso.org. dod. inkernet.mgrmt.mib-2.rmon

= >
[Mame sysDescr ~|
|(=51=] 1.3.6.1.2.1.1.1

[ra1e RFC1Z13-MIB

|Syntax DisplayString (SIZE (0..2550
lAccess  [rea d-only

Ensure that RFC-1213 MIB file is loaded in the left pane.Also go to ‘Advanced ¢ Option and
ensure that the SNMP vl is selected , the Port No is 161 and the community name is ‘public’.
Now go to the CISCO Switch 2950 prompt using Hyper Terminal and type following
commands to configure SNMP on the Switch ;

Switch#conf t
16
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Switch(config)#snmp-server enable
Switch(config)#snmp-server enable informs

Switch(config)#snmp-server community public

Now go back to Ireasoning MIB Browser and go to RFC-1213 [Interfaces[_
pane and right click on it and then select the option Table View.You will get the following
VIEW ;

File Edit Operations Tools Bookmarks  Help
l192.188.21.117 vl Advanced... o1D: i.1.3.5.1.2.1.2‘2 ~ | operations: |Get ~| e
Fesulb Tabl 192.168.21.117 - ifTable > |
RFC1213-MIE.iso.org. dod.inkernet < rotate [ %] Refresh £ expore o P
-1 system iFIndes iFDescr ifTvpe iFPIEL iFspeed ifPhywsAaddress iFAdmins. .. IFOperStatus ifLastchangs
-y sysDescr 1 1 FastEthernetOf1 ethernetCsmacd 1500 100000000 |00-00-Z8-AC-75-81 |up up 30 minukes 31 se... (143
(- sysObjectID z |z FastEthernetl/Z  |ethernetCsmacd 1500 100000000 [00-00-25-AC-76-52 [up up 22 seconds 995;'1
i g sysUpTime ] &l FastEthernstof3 ethernetCsmacd 1500 10000000 D0-0D-28-AC-76-83 |Up doven 17 seconds 64
: sysContack 4 |+ FastEthernet(f4  |ethernetCsmacd 1500 10000000 [00-00-28-AC-76-84 [up e 17 secands 64
- [BF swsmame B 5 FastEthernet0/S lethernetCsmacd 1500 10000000 00-00-28-AC-76-85 |up o 17 seconds =
- [EF sysLocation I EC FastEthernet(/&  |ethernetCsmacd 1500 10000000 [00-00-25-AC-76-56 [up down 17 seconds &4
-y sysServices | 2 FastEthernetlf7  |ethernetCsmacd 1500 10000000 [00-00-28-AC-76-87 [up o 17 seconds =
= interfaces | ERC] FastEthernet(f8  |ethernetCsmacd 1500 10000000 [00-00-28-AC-76-88 [up e 17 secands 64
| ENC] FastEthernet(fS  |ethernetCsmacd 1500 10000000 [00-00-25-AC-76-52 [up e 17 seconds =)
io (1o FastEthernet0/10  |ethernetCsmacd 1500 10000000 [00-00-25-AC-76-5A [up down 17 seconds &4
- | EXS %) FastEthernetf11  |ethernetCsmacd 1500 10000000 [00-00-28-AC-76-88 [up o 17 seconds =
= | EEEN 2 FastEthernet(f12 |ethernetCsmacd 1500 10000000 [00-00-28-AC-76-8C [up e 17 secands 64
= | EERE ) FastEthernst(f13  |ethernetCsmacd 1500 10000000 [00-00-25-AC-76-50 [up e 17 seconds =)
= ie (14 FastEthernet0/14 |ethernetCsmacd 1500 10000000 [00-00-25-AC-76-5E [up down 17 seconds &4
E | EE S FastEthernetf15  |ethernetCsmacd 1500 10000000 [00-00-28-AC-76-8F [up o 17 seconds =
L) eap | FEE S FastEthernetOf16  |ethernetCsmacd 1500 10000000 D0-00-28-AC-76-90 |up. donean 17 seconds 64
&Yy transroission iz |17 FastEthernet0f17  |ethernetCsmacd 1500 10000000 00-0D-Z&=Ac-7A=81 L dowen 17 seconds =
G- snmp | FERNFE) FastEtherneto/18  |ethernetcsmacd (1500 10000000 |00 0D Zdoe0n 28 AC 7690 | ot 17 seconds e
1Ly HOST-RESOURCES-MIB.iso.org.dof {19 (19 FastEthernet0/19  |ethernetCsmacd 1500 10000000 00-00-28-AC-76-93 |up down 17 ssconds 64
{0 IF-MIE.iso.org.dod.internet {z0 |20 FastEthernet0f20  |ethernetCsmacd 1500 10000000 00-00-28-AC-76-94 |up doven 17 seconds 64
I-{C=) SIP-MIB.iso.org.dod.internst . marnl | 21 z1 FastEthernetOfZ1  |ethernetCsmacd 1500 10000000 00-00-25-AC-76-35 |up dowven 17 seconds it
1+ RMON-MIB.iso.org.dod.internet.mi 122 22 FastEthernet0/zz  |ethernetCsmacd 1500 10000000 00-0D-Z5-AC-7E-96 [up down 17 seconds 54
|EENREE FastEthernetf253  |ethernetCsmacd 1500 10000000 [00-00-28-AC-76-97 [up o 17 seconds =
. | sl 222 FastEthernet(f24 |ethernetCsmacd 1500 10000000 [00-00-28-AC-76-98 [up dioin 17 secands 64
== raulio lather 1500 4294567295 ) up 0 millisecond o
iFTable Hlf ze =6 wianl propvirtual 1500 1000000000 |00-00D-Z&-AC-76-80 |Up up 53 seconds 123!1
1.36.1.2.1.2.2 | |
RFC1213-MIB 5 i =
SEQUENCE OF IFEntry
not-accessible 5
mandatory
iFIndes = |
|| .is0.org.dod.internst. mamt. mib-2 interFaces. iFTabls

sage o Sec 1 510 At =2

Exercise: Observe the different parameters of the managed element being shown in this
Table and write your comments in the result section.

Result:
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Objective: To study the MIB File structure based on RFC-1155 SMI and RFC 1212.

Introduction

LAB SESSION 4

The MIB are files describing the objects used by the SNMP protocol. The MIB term stands
for Management Information Base because the structure of it is quite similar to a database
description. This is a text file following the ASN1 standard. The RFC 1155 defines writing
rules of the MIB file in SMI V1 and the RFC 1213 contains the object definition that should
be implimented in an agent. MIB are organized in hierarchy that looks like a tree. The
structure of this tree follows standard defined by RFC (Request For Comments). Currently
there are two versions, the SMI V1 and the V2.

The MIB tree representation in any MIB Compiler like LoriotPro with snmp object name and

mib file name.

MIB Tree

) e i @ e o @ B B

=l \JJ {0001 % Mib-F ook

B

=

A== (0000 ceitt

J"—é—; (0001} isa

{0000% skandard

{0001 % registration-authorikty
{0002 member-body

W

HRRER

{0003 org
J"—c._«: {000s) dod
=g (0001} internet
A== (000173 directary
= J’—:’._; (0002 rngrnk
= -E'_f {0001Y mib-2

i

= E‘: ({0001 RFC1155-5MIL:swskem
% {0001} sysdescr
t {0002} sysobjectid
= t ({0003) sysupkime
% {0004} swsconkack

% {000&) syslocation
Q (0007 sysservices
t {0003) swsorlastchange
E (0002} swsorkable

j—:-_: (0002} inkerfaces

®

[

A= 0003y at

SNMP Versions and Definitive Documents

18



TC-488 TELECOMMUNICATION MANAGEMENT NETWORKS
NED University Of Engineering & Technology, Department of Electronic Engineering

SNMP is defined by IETF (http://www.ietf.org ) through a group of RFCs shown below.

rfc1155 : Structure and Identification of Management Information for TCP/IP based internets
rfc1156 : Management Information Base Network

rfc1157 : A Simple Network Management Protocol

rfc1441 : Introduction to SNMP v2

rfc2579 : Textual Conventions for SNMP v2

rfc2580 : Conformance Statements for SNMP v2

rfc2578 : Structure of Management Information for SNMP v2

rfc3416 : Protocol Operations for SNMP v2

rfc3417 : Transport Mappings for SNMP v2

rfc3418 : Management Information Base for SNMP v2

rfc3410 : Introduction and Applicability Statements for Internet Standard Management
Framework

rfc3411 : Architecture for Describing SNMP Frameworks

rfc3412 : Message Processing and Dispatching for the SNMP

rfc3413 : SNMP Applications

rfc3414 : User-based Security Model (USM) for SNMP v3

rfc3415 : View-based Access Control Model for the SNMP

rfc3584 : Coexistence between SNMP v1, v2 and v3

Proprietary MIB

The proprietary MIB are attached to the private branch in the MIB tree and are defined and
registered by each constructor. Each constructor should ask for an enterprise number
allowing him to insert his MIB entries in the global tree.

LoriotPro owns the 7291 number and then has its proper MIB file.
All proprietary MIB are query by the path
iso(1).org(3).dod(6).internet(1).private(4).enterprises.xxx

Here an example of the private MIB form the Cisco Company.

@) CISCO-BS TUN-MIB.my

|8} CISCO-PRODUCTS-MIB.my

9] CISCO-SAA-APM-MIB.my

4] CISCO-LOCAL-DIRECT OR-MIB.my

4] CISCOVLAN-IFTABLE -RELATIONSHIP-MIB. my
4] CISCO-GPAS-GTP-CAPABILITY my

(] CISCO-COM-MIB.my

8] CISCONVTP-MIB.my

@] CISCO-CASAF-MIB. my

@] CISCO-GPRS-GTP-MIE.my

4] CI1SCO-CLASS-BASED-Q0S-MIB-CAPABILITY my
|4} CISCO-CLASS-BASED-Q0S-MIB.my

The assigned number to Cisco MIB is 9 and fit in the tree like shown hereafter:
19
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Root
|
I | |
ccitt iso joint-iso-ccitt
0 1 2
|
| 1
standard identified organization
(1] 3
1
| |
dod
6
internet
1
1
| | | | | |
directory mgmt experimental private security snmpV2
1 2 3 4 5 6
system Enterprise
1 1
oID Cisco
sys Descr 9 MIB_Tree_2.vsd

The SMI V2 norm defines in the RFC 1902 modifies the syntax of the object definition field.

Example : SysName objet definition in SMI V1

sysName OBJECT-TYPE

SYNTAX DisplayString (SIZE (0..255))

ACCESS read-write

STATUS mandatory

DESCRIPTION
"An administratively-assigned name for this managed node. By convention, this

is the node's

fully-qualified domain name."

2= { system 5 }

The Sysname object is attached to the upper tree object System with index number 5. By
taking each consecutive object definition, it is possible to walk the tree up to the root. The
definitions of SNMP objects that are nodes in the tree representation use the keyword
OBJECT IDENTIFIER and not OBJECT-TYPE like leaf objects.

system  OBJECT IDENTIFIER ::= { mib-2 1 }
The system object is linked to the mib-2 object with index 1
mib-2 OBJECT IDENTIFIER ::= { mgmt 1 }
The mib-2 object is linked to the mgmt object with index 1
mgmt OBJECT IDENTIFIER ::= { internet 2 }
The mgmt object is linked to the internet object with index 2
internet  OBJECT IDENTIFIER ::= { dod 1 }
The internet object is linked to the dod object with index 1
dod OBJECT IDENTIFIER ::= { org 6 }
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The dod object is linked to the org object with index 6
org OBJECT IDENTIFIER ::= {is0 3 }
The org object is linked to the iso object with index 3

This gives in the numerical format: 1.3.6.1.2.1.1.5.0

Exercise: You are required to design your own MIB file for a customized information model
and place it as a group in at suitable location in the MIT. Your MIB file should be

successfully loaded with MIB Browser. Attach the screen shot of the loaded MIB file in
IReasoning Mib Browser.
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LAB SESSION 5

Objective: To design a SNMP based managed network in Packet Tracer 5.3 using SNMPv2c
and RW and Read only communities.

Theory: Covered in class theory.Stduents should consult class lectures for any reference
needed.

Procedure: Design the following network in the packet Tracer 5.3 and assign names as
shown below.

C]— e e .._E'“-—,’i-ﬂ . —
— — — = C— —— — D — — — —
— _"‘ g ’-
PC-PT 1341 1541 —
MIB_Braswer medway-ME nelson-south Server-PT

Servera

The medway-ME router is configured to serve an SNMP community medway-public for
read-only access, and medway-private for read-write access.
Using SNMP it is possible to retrieve and set various configuration options.

Test SNMP Requests from medway-ME router
1. Start the MIB browser from the desktop on MIB_Browser PC. Click the Advanced button
and use the following details:
Address: 10.0.0.1
Port: 161
Read Community: medway-public
Write Community: medway-private
SNMP Version: v3
Select OK

2. Suppose we wanted to view the 10S version on the medway-ME router, we need to select
this parameter from the MIB options.

Expand the MIB tree on the left side of the application to select the node with the name:
MIB Tree.router _std MIBs.iso.org.dod.internet. mgmt.mib-2.system.sysDescr
Make a note of the OID value.

3. Ensure that Get is selected in the Operations field of the MIB browser. Press the GO button
to retrieve the value from the device.
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Which version of I0S is running? Verify this directly on the router via the CLI - type show
version at the priv exec prompt.

4. Now select the node with the name:
MIB Tree.router std MIBs.iso.org.dod.internet.mgmt.mib-2.system.sysUpTime
Make a note of the OID value.

5. Ensure that Get is selected in the Operations field of the MIB browser. Press the GO button
to retrieve the value from the device.

How long has the router been 'up'?

6. Now get the value of .sysName node.

What is its value? Make a note of the OID value.
Compare the OID values. What is their purpose?
Setting Variables

Some variables can be set from the management station. these have an Access value of read-
write.

When a piece of managed hardware is installed onto a network, it may be necessary to add
some information perculiar to your organization.

7. Select the .sysContact node and change the operation to Set.
Select the OctetString data option and enter your name.

Press GO.

8. Change the operation back to Get and press GO again to verify that the data was set
correctly.

9. Set the .sysLocation node value to ME4 4TB and verify that it has been set correctly.
Using Get Bulk

The Get Bulk command can be used to request seversl parameters at once instead of
requesting them singly.

10. Expand the MIB tree on the left side of the application to select the node with the name:
MIB Tree.router std MIBs.iso.org.dod.internet. mgmt.mib-2.interfaces

Ensure that Get Bulk is selected in the Operations field of the MIB browser. Press the GO
button to retrieve the values from the device.
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Note that now you have received all of the data held under the interfaces branch of the MIB
tree.

How many interfaces are there? Which of the three interfaces is administratively down?
Accessing other devices
Now click the Advanced button and use the following details:
Address: 10.2.0.1
Port: 161
Read Community: medway-public
Write Community: medway-private
SNMP Version: v3
Select OK

You can now access the nelson-south router.

11. Access the .sysLocation node and give this an appropriate value. Remember to use the
OctetString for the Type.

12. Access the .sysContact node and give this an appropriate value. Remember to use the
OctetString for the Type.

13. How many interfaces does this router have in its MIB table under Tree.router std
MIBs.iso.org.dod.internet.mgmt.mib-2.interfaces

Check the exchange of PDUs via the Simulation tab on Packet Tracer. View the contents of a
request PDU and a Response PDU.

Lab Exercise: Design your own network like above in packet tracer 5 and repeat the above
steps.
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LAB SESSION 6

Objective: To learn the packet format of SNMP GET REQUEST, SET REQUEST and GET
RESPONSE PDUs using WIRESHARK in a managed network.

Understanding SNMP Packets and PDU:

During this lab session, student will learn using two types of softwares i.e. [IReasoning Mib
Browser and Wireshark by Ethereal. IReasoning Mib Browser is one of the network
management software to that you have used in previous lab sessions too while Ethereal
software is a packet sniffer using which you can capture any packet transmitted during this
experiment. Student will use both concurrently to gain maximum information. Here is
overview on ethereal software.

Ethereal is Open Source software released under the GNU General Public License. Ethereal
is still technically beta software, but it has a comprehensive feature set and is suitable for
production use. Here is the list of features, current as of version 0.9.14, in no particular order:

Data can be captured "off the wire" from a live network connection, or read from a capture
file.

Ethereal can read capture files from tcpdump (libpcap), NAI's Sniffer™ (compressed and
uncompressed), Sniffer™ Pro, NetXray™, Sun snoop and atmsnoop, Shomiti/Finisar
Surveyor, AIX's iptrace, Microsoft's Network Monitor, Novell's LANalyzer, RADCOM's
WAN/LAN Analyzer.

Live data can be read from Ethernet, FDDI, PPP, Token-Ring, IEEE 802.11, Classical IP
over ATM, and loopback interfaces (at least on some platforms; not all of those types are
supported on all platforms).

Captured network data can be browsed via a GUI, or via the TTY-mode "tethereal" program.

Capture files can be programmatically edited or converted via command-line switches to the
"editcap" program.

530 protocols can currently be dissected: 3GPP2 A11, 802.11 MGT, 802.11 Radiotap, AALI,
AAL3/4, AARP, ACAP, ACSE, AFP, AFS (RX), AH, AIM, AIM Administration, AIM
Advertisements, AIM BOS, AIM Buddylist, AIM Chat, AIM ChatNav, AIM, & SNMP to
name a few.

Ethereal can be downloaded from:
http://www.ethereal.com/download.html

Equipments Required :

1. Two unit of workstations connected to each other.
2. One unit of Switch.
3. One unit of Switch console cable.

4. One unit of Ireasoning MIB Browser.
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5. One unit of Wireshark by Ethereal software.

Running Analyzer and Ethereal
1. Open your MIB BROWSER.

2. Connect to any SNMP client that you know in the network (e.g. 10.1.65.254, 10.1.65.253
& 10.1.65.252)

3. Start your packet capture using Ethereal . Apply display filter for SNMP packets only.

4. Use you analyzer the normal way to initiate a GET REQUEST & SET REQUEST PDU
using your name as community string.

5. After a few minutes, stop your Ethereal and analyze the packet.

6. Using your data and the topic discusses in the lecture, verify the format of packets captured
with the standard format of SNMP packets as shown below.

Version Community Name Protocol Data Unit (PDLT)
Reqguest | Error Error VarBindList |
1D Status Index

|

Variable ID Variable Value

Exercise:

Attach screenshots of the captured packets in expanded form.

Write down the values of the captured packets in the above shown format.
Find the community string and the var-binding in the following SNMP packet.

30370201 01040442455443a22c02047d8875a20201000201 0030 1e30 Ic 06
08 2b 06 01 02 01 01 04 00 04 10 53 68 61 68 69 64 20 75 7220 72 65 68 6d 61 6¢
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LAB SESSION 7

Objective:  To learn the packet format of a SNMPvl and v2 TRAP PDUs using
WIRESHARK and Trap Receiver in a managed network.

Background Theory: SNMP traps enable an agent to notify the management station of
significant events by way of an unsolicited SNMP message. It is an asynchronous notification
from agent to manager. Includes current sysUpTime value, an OID identifying the type of
trap and optional variable bindings. Destination addressing for traps is determined in an
application-specific manner typically through trap configuration variables in the MIB. The
format of the trap message was changed in SNMPv2 and the PDU was renamed SNMPv2-
Trap.

In this diagram, the setup on the left shows a network management system that polls
information and gets a response. The setup on the right shows an agent that sends an
unsolicited or asynchronous trap to the network management system (NMS).

e GRIRETIEES
%k
B %Ebanae
m— e
jm= —
= =

Lab setup : We will be using Cisco 2950 switch as a manged element with trap manager
configured in it.For receiving the traps we will be using Ireasoning MIB Browser.

Procedure:

Configuring Trap Manager and Enabling Traps

A trap manager is a management station that receives and processes traps. Traps are system
alerts that the switch generates when certain events occur. By default, no trap manager is
defined, and no traps are issued.

Switches running this IOS release can have an unlimited number of trap managers.
Community strings can be any length.

Table 22-3 describes the supported switch traps (notification types). You can enable any or
all of these traps and configure a trap manager to receive them.

Notification Type Description
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2900 Generates a trap for Catalyst 2950-specific notifications.

cluster Generates a trap when the cluster configuration changes.

config Generates a trap for SNMP configuration changes.

entity Generates a trap for SNMP entity changes.

HSRP Generates a trap for Hot Standby Router Protocol (HSRP) changes.

MAC notification

Generates a trap for MAC address notifications.

RTR Generates a trap for the SNMP Response Time Reporter (RTR).

SNMP Generates a trap for SNMP-type notifications.

syslog Generates a trap for SNMP syslog notifications.

UDP-port Sends notification of the User Datagram Protocol (UDP) port number of

the host.

vlan-membership

Generates a trap for SNMP VLAN membership changes.

VTP

Generates a trap for VLAN Trunking Protocol (VTP) changes.

Beginning in privileged EXEC mode, follow these steps to configure the switch to send traps

to a host:

Command

Purpose

Step 1

configure terminal

Enter global configuration mode.

Step 2

snmp-server host host-addr
{informs | traps } {version
{1|2¢c}} community-string
notification-type

Specify the recipient of the trap message.

*For host-addr, specify the name or address of the host
(the targeted recipient).

Specify traps (the default) to send SNMP traps to the
host. Specify informs to send SNMP informs to the host.

*Specify the SNMP version to support. Version 1, the
default, is not available with informs.

Note Though visible in the command-line help string, the
version 3 keyword (SNMPv3) is not supported.

*For community-string, specify the string to send with the
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notification operation. Though you can set this string using
the snmp-server host command, we recommend that you
define this string by using the snmp-server community
command before using the snmp-server host command.

For notification-type, use the keywords listed in
Table 22-3.

startup-config

Step 3 snmp-server enable traps  [Enable the switch to send specific traps. For a list of traps, see
notification-types Table 22-3.
To enable multiple types of traps, you must issue a separate
snmp-server enable traps command for each trap type.
Step4 |end Return to privileged EXEC mode.
Step 5 show running-config Verify your entries.
Step 6 copy running-config (Optional) Save your entries in the configuration file.

To remove the specified host from receiving traps, use the no snmp-server host %ost global
configuration command. To disable a specific trap type, use the no snmp-server enable traps

notification-types global configuration command.

TRAP RECIEVER: Start TRAP Receiver to receive the configured both SNMPv2 and

SNMPv1 Traps as shown below,
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Description Source Time

rapOID: .1.3.6.1.4.1.9.0.0 192.168.21.119 2011-10-01 12:13:58
rapCID: . 1.3.6.1.4.1.9.0.0 192,168.21.119 2011-10-01 12:13:57
rap0ID: . 1.3.6.1.4.1.9.9.43. 20,1 192,168.21.119 2011-10-01 12:13:23
AT

Source: 102.168.21.119 Timestamp: 2 hours 31 munutes 44 seconds SNMP Version: 2
Trap OID: 136141000

Variable Bindings

Name: 1s0.0rg. dod. mternet mgmt mib-2 system. sysUp Time. 0

Value: [Integer] 910465

Name: snmpTrapOID

Value: [OID] 1.3.614.1.0.0.0

Name: 1is0.0rg dod internet mprmt mib-2 system sysUpTime 0

Value: [TimeTicks] 2 hours 31 mmutes 44 seconds (010465)

Name: 150.0rg dod. internet private. enterprises. cisco. local lsystem whyReload. 0

Value: [OctetString]

Description:
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CoOM\\a 4

Description ~ Source Time

trapOIl: .1.3.6,1.4.1.9.9.46.2.0.10 192.168.21.119 2011-10-01 12:15:48

trapOIl: .1.3.6,1.4.1.9.9.46.2.0.10 192.158,21.119 2011-10-01 12:15:48

trapOID: . 1.3.6.1.4.1.9.9.43.2.0.1 192.158.21.119 2011-10-01 12:13:23

trapOID: .1.3.6.1.4.1.8.0.0 192.168.21.119 2011-10-01 12:13:58

trap0I0: .1.3.6.1.4.1.9.0.0 192.168.21.119 2011-10-01 12:13:57

linkUp 192.158,21.118 2011-10-01 12:1%:11

linklJp 192.168.21.116 2011-10-01 12:17:11

linkLJp 192.168.21.116 2011-10-01 12:15:26

linkUp 192.168.21.116 2011-10-01 12:14:56

linkUp 192.158,21.116 2011-10-01 12:14:56

linklJp 192.168.21.116 2011-10-01 12:14:56

linkLJp 192.168.21.116 2011-10-01 12:14:56
192.168.21.116 2011-10-01 12:18:11

linkDown 192.158,21.116 2011-10-01 12:16:41

% 4

Source: 192.168.21.116 Timestamp: 2 hours 28 minutes 16 seconds SNMP Version:

Enterprise: 1361415111131

Specific: 0

Generic: linkDawn

Variable Bindings:

Name: JAs0.0rg dod internet. mgmt mib- 2. interfaces if Table fEntry ifTndex 13

Value: [Integer] 13

Description: linidDawn

Exercise: Explain the highlighted traps in your own word? What information they convey
and how it is interpreted by the managed element?
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LAB SESSION 8

Objective: (a) TO learn SNMPv3 packet formats using noAuthnoPrivacy, authnoPrivacy and
authPrivacy modes.

(b) To understand VACM based access Control mechanism.

Background Theory:

Simple Network Management Protocol Version 3 (SNMPv3) is an interoperable standards-
based protocol for network management. SNMPv3 provides secure access to devices by a
combination of authenticating and encrypting packets over the network. The security features
provided in SNMPv3 are:

* Message integrity—Ensuring that a packet has not been tampered with in-transit.
* Authentication—Determining the message is from a valid source.

* Encryption—Scrambling the contents of a packet prevent it from being seen by an
unauthorized source.

SNMPv3 provides for both security models and security levels. A security model is an
authentication strategy that is set up for a user and the group in which the user resides. A
security level is the permitted level of security within a security model. A combination of a
security model and a security level will determine which security mechanism is employed
when handling an SNMP packet. Three security models are available: SNMPv1, SNMPv2c,
and SNMPv3. Table 1 identifies what the combinations of security models and levels mean:

Table 1 SNMP Security Models and Levels

Model | Level Authentication | Encryption | What Happens

vl noAuthNoPriv | Community No Uses a community
String string match for
authentication.

v2c  |noAuthNoPriv |Community No Uses a community
String string match for
authentication.

v3 noAuthNoPriv |Username No Uses a username
match for
authentication.

v3 authNoPriv MDS5 or SHA |No Provides
authentication
based on the
HMAC-MDS5 or
HMAC-SHA
algorithms.

v3 authPriv MD5 or SHA |DES Provides
authentication
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based on the
HMAC-MDS5 or
HMAC-SHA
algorithms.
Provides DES 56-
bit encryption in
addition to
authentication
based on the CBC-
DES (DES-56)
standard.

Note the following about SNMPv3 objects:
» Each user belongs to a group.
* A group defines the access policy for a set of users.
* An access policy is what SNMP objects can be accessed for reading, writing, and creating.
* A group determines the list of notifications its users can receive.
* A group also defines the security model and security level for its users.
List of Terms

authentication—The process of ensuring message integrity and protection against message
replays. It includes both data integrity and data origin authentication.

authoritative SNMP engine—One of the SNMP copies involved in network communication
designated to be the allowed SNMP engine to protect against message replay, delay, and
redirection. The security keys used for authenticating and encrypting SNMPv3 packets are
generated as a function of the authoritative SNMP engine's engine ID and user passwords.
When an SNMP message expects a response (for example, get exact, get next, set request),
the receiver of these messages is authoritative. When an SNMP message does not expect a
response, the sender is authoritative.

community string—A text string used to authenticate messages between a management
station and an SNMP v1/v2c engine.

data integrity—A condition or state of data in which a message packet has not been altered
or destroyed in an unauthorized manner.

data origin authentication—The ability to verify the identity of a user on whose behalf the
message is supposedly sent. This ability protects users against both message capture and
replay by a different SNMP engine, and against packets received or sent to a particular user
that use an incorrect password or security level.

encryption—A method of hiding data from an unauthorized user by scrambling the contents
of an SNMP packet.

group—A set of users belonging to a particular security model. A group defines the access
rights for all the users belonging to it. Access rights define what SNMP objects can be read,
written to, or created.
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privacy—An encrypted state of the contents of an SNMP packet where they are prevented
from being disclosed on a network. Encryption is performed with an algorithm called (DES-
56).

read view—A view name (not to exceed 64 characters) for each group that defines the list of
object identifiers (OIDs) that are accessible for reading by users belonging to the group.

security level—A type of security algorithm performed on each SNMP packet. The three
levels are: noauth, auth, and priv. noauth authenticates a packet by a string match of the user
name. auth authenticates a packet by using either the HMAC MDS5 or SHA algorithms. priv
authenticates a packet by using either the HMAC MDS5 or SHA algorithms and encrypts the
packet using the CBC-DES (DES-56) algorithm.

security model—The security strategy used by the SNMP agent. Currently, Cisco IOS
supports three security models: SNMPv1, SNMPv2c, and SNMPv3.

Simple Network Management Protocol (SNMP)—A network management protocol that
provides a means to monitor and control network devices, and to manage configurations,
statistics collection, performance, and security.

SNMP engine—A copy of SNMP that can either reside on the local or remote device.

SNMP group—A collection of SNMP users that belong to a common SNMP list that defines
an access policy, in which object identification numbers (OIDs) are both read-accessible and
write-accessible.

SNMP user—A person for which an SNMP management operation is performed. For
informs, the user is the person on a remote SNMP engine who receives the informs.

SNMP view—A mapping between SNMP objects and the access rights available for those
objects. An object can have different access rights in each view

write view—A view name (not to exceed 64 characters) for each group that defines the list of
object identifiers (OIDs) that are able to be created or modified by users of the group.

Procedure:

Run the following commands on cisco switch to create a view, group and a snmpv3 user with
authNoPriv ;

snmp-server view view1 mibdomain included

snmp-server group NED v3 auth read view1 write view1

snmp-server user Rizwan NED v3 auth md5/sh1 xxxxxxx

Now write following query to send snmpv3 get packet using snmpv3 on the linux terminal;
Snmpget —v3 —u Rizwan -] authNoPriv —a md5 —A xxxxxxx 192.168.8.131 1.3.6.1.2.1.1.3.0

You should get the output like this : 1s0.3.6.1.2.1.1.3.0 = Timeticks: (197304) 0:32:53.04
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Exercise: consider the following Wireshark capture of snmpv3 query above and answer the

®  wireshark

Capturing from etho - Wireshark

File Edit

EEErT 8 Qe 3T EE aaal iZHX @

Filter:\snmp v | Expression... Clear Apply

No. Time Source Destination Protocol | Info
101 11.774581 192.168.21.165 1192.168.21.119 'SNMP  get-request
162 11.779924 192.168.21.119 1192.168.21.165 /SNMP  report 1.3.6.1.6.3.15.1.1.4.0
103 11.780045 192.168.21.165 192.168.21.119 SNMP get-request 1.3.6.1.2.1.1.3.0
164 11.789148 192.168.21.119 1192.168.21.165 'SNMP  get-response 1.3.6.1.2.1.1.3.0

P Frame 103: 163 bytes on wire (1384 bits), 163 bytes captured (1384 bits)

» Ethernet II, Src: IntelCor 2a:ab:98 (0@:1c:c@:2a:ab:98), Dst: Cisco ac:76:80 (00:0d:28:ac:76:80)

» Internet Protocol, Src: 192.168.21.165 (192.168.21.165), Dst: 192.168.21.119 (192.168.21.1189)

» User Datagram Protecol, Src Port: 55435 (55435), Dst Port: snmp (161}

v

Simple Network Management Protocol
msgVersion: snmpv3 (3)
msgGlobalData
msgAuthoritativeEngineID: 880000090300008d28ac7681
msgAuthoritativeEngineBoots: 188
msgAuthoritativeEngineTime: 2142
msgUserName: Riz
msgAuthenticatiumarameters: 64f21c078b526aBbadadcfon
msgPrivacyParameters: <MISSING>
¥ msgData: plaintext (@)
¥ plaintext
b contextEnginelD: 800000090300000d28ac7681
contextName: <MISSING>
¥ data: get-request (@)
¥ get-reguest
request-id: 579953
error-status: noError (©)
error-index: @
¥ variable-bindings: 1 item
»1.3.6.1.2.1.1.3.0: Value (Null)

v v

0000
0018
0020
0038
0040
0058
0060
0070
0080
0098
00a0

following questions.

1) Explain the purpose of report pdu.

2) Which fields in the expanded pdu are used in providing the authentication service ? What are
their values?
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LAB SESSION 9

Objective: (a) To understand Remote Monitoring (RMON) concept.

(b) Understand configuration of ALARM and Event Groups and configure an
Alarm and map it to a Logs/TRAPS Event using a cisco 2950 switch.

Background Theory : RMON (Remote Network Monitoring) provides standard information
that a network administrator can use to monitor, analyze, and troubleshoot a group

of distributed local area networks (LANs) and interconnecting T-1/E-1 and T-2/E-3 lines
from a central site. RMON specifically defines the information that any network monitoring
system will be able to provide. It's specified as part of the Management Information Base
(MIB) in Request for Comments 1757 as an extension of the Simple Network Management
Protocol (SNMP). The latest level is RMON Version 2.

Procedure : We will configure an Event and an Alarm on cisco 2950 switch using following
procedure and syntax ,

rmon event eventindex [log] [trap eventCommunity] [description eventDescription] [owner eventOwner]

Syntax Description for event configuration

event—Configure an RMON event.

eventIndex— Event number (1-65535)

log—(Optional) Generate an RMON log when the event fires.

trap eventCommunity —(Optional) Generate an SNMP trap when the event fires, for the
specified SNMP community string.

description eventDescription —(Optional) Specify a WORD or a description of the event.

owner eventOwner —(Optional) Specify an owner for the event.

If you do not specify either the log or the trap option, the alarmTable object eventType
(1.3.6.1.2.1.16.9.1.1.3) is set to none.

If you only specify log, eventType is set to log.

If you only specify trap, the eventType 1S set to snmp-trap.

If you specify both log and trap, eventType is set to log-and-trap.

Syntax To Set Up An Alarm

rmon alarm alarmIndex alarmVariable alarmInterval {absolute | delta} rising-
threshold alarmRisingThreshold [alarmRisingEventIndex] falling-
threshold alarmFallingThreshold [alarmFallingEventIndex] [owner alarmOwner]

Syntax Description

alarm—Configure an RMON alarm.
alarmIndex—Alarm number (1-65535)
alarmVariable—MIB object to monitor (WORD)
alarmInterval—Sample interval (1-4294967295)
absolute—Test each sample directly.
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delta—Test delta between samples.

rising-threshold—Configure the rising threshold.

alarmRisingThreshold—Rising threshold value (-2147483648-2147483647)

alarmRisingEventIndex—(optional) Event to fire when the rising threshold is crossed
(1-65535)

falling-threshold—Configure the falling threshold.

alarmFallingThreshold—Falling threshold value (-2147483648-2147483647)

alarmFallingEventIndex—(Optional) Event to fire when the falling threshold is
crossed (1-65535)

owner alarmOwner —(Optional) Specify an owner for the alarm (WORD).

The alarmVariable is specified one of these ways:
As the entire dotted decimal Abstract Syntax Notation One (ASN.1) object identifier
(OID) for the object (such as .1.3.6.1.2.1.2.2.1.10.1)

With the table entry name followed by the table object number and the instance

For example, to specify ifInOctets for the first instance, use ifEntry.10.1 for the alarmVariable.

Examples

In the examples in this section, “public” is the Read-Only (RO) SNMP community string and
171.68.118.100 is the host that receives the trap.

In order to set up an event to send a trap when triggered, issue these commands:

!--- Enter these commands on one line each.

rmon event 3 log trap public
description "Event to create log entry and SNMP notification"
owner "jdoe 171.68 118.100 2643"
rmon alarm 2 ifEntry.10.12 30 delta
rising-threshold 2400000 3 falling-threshold 1800000 3
owner "jdoe 71.68 118.100 2643"

In this example, a Cisco 2950 is configured to send a trap and to log an event, when the alarm
threshold that monitors its own ifInOctets (ifEntry.10.1) exceeds an absolute value of 90000:

snmp-server host 171.68.118.100 public
SNMP-server community public RO

rmon event 1 log trap public description '"High ifInOctets' owner butt

Trap Receiver: Open Trap Receiver and receive RMON Traps as shown below,
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Description Source Time

trapOID: .iso,org.dod.internet.magmt.mib-2.rmon.rmonEventsV 2. risingAlarm 192.168.21.119 2011-10-04 13:04:43
trapOID: .is0.org.dod.internet.mgmt.mib-2.rmon.rmonEventsy' 2. falingAlarm 192.168.21.119 2011-10-04 13:04:42
trapQID: .iso0.org.dod.internet.mgmt.mib-2.rmon.rmonEventsy2. risingAlarm 192.168.21.119 2011-10-04 13:04:41

: .is0.org.dod.internet.mamt.mib-2.rmon.rmonEventsV'2. falingAlarm 192.168.21.119 2011-10-04 13:04:40

trapQID: .is0.org.dod.internet.mgmt.mib-2.rmon.rmonEventsy 2. risingAlarm 192.168.21.119 2011-10-04 13:04:29
trapOID: .is0.org.dod.internet.mgmt.mib-2.rmon.rmonEventsy2. falingalarm 192.168.21. 119 2011-10-04 13:04:28
trapOID: .is0.org.dod.internet.mgmt.mib-2.rmon.rmonEventsy2. risingAlarm 192.168.21.119 2011-10-04 13:04:23
trapOID: .is0,org.dod.internet.magmt.mib-2.rmon.rmonEventsy 2., falingAlarm 192.168.21.119 2011-10-04 13:04:22
o R T T T e ara o 14 S A s e

Source: 192.168.21.119 Timestamp: 3 hours 33 minutes 20 seconds SNMP Version: 2

Trap OID:  iso.org dod internet mgmt mib-2 rmon rmonEvents'2. falingAlarm

Variable Bindings:

Name: J1s0.org. dod. internet mgmt. mib-2 system. sysUp Time. 0

Value: [Integer] 1280023

Name: stump TrapOID

Value: [OID] fallingAlarm

Name: J1s0.org. dod.internet mgmt.mib-2 rmon alarm alarm Table alarmEntry. alarmIndex. 1

Value: [Integer] 1

Name: A1s0.org. dod. mternet mgmt. mib-2 . rmorn alarm alarm Table alarmEntry alarmVariable. 1

Value: [OID] iflnOctets. 1

Name: A150.0rg dod nternet. mgmt. mib-2 rmon alarm alarm Table alarmEntry. alarmSampleType. |

Value: [Integer] deltaValue (2)

Name: Jiso.org.dod internet mgmt. mib-2 rmon alarm alarm Table alarmEntry alarmValue. 1

Value: [Integer] O

Name: 150.0rg dod mternet mgmt mib-2 rmon alarm alarm Table alarmEntry alarmFalling Threshold. |

Value: [Integer] 5

T e, T o SR TR AT bacen dlamd o L | s 1, ey aka £all. 4+ g . X | A +, 4 oot o £ i £ 1, TR AT 4ae ([l
Exercise:

1) Write in your own words the purpose of RMON you have understood

2) Which RMON groups do cisco 2950 switch supports? What is the use of each group in
configuring RMON in the switch?
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LAB SESSION 10

Objective: Learn the concept of Performance management in a LAN environment using
Multi Router Traffic Grapher (MRTG).

Background Theory

Multiple Router Traffic Grapher (MRTG) is used for monitoring network traffic on Routers,
Switches, and Servers. It can also be used in many other ways as MRTG is very powerful.
MRTG will run on a variety of operating systems, including most Microsoft Windows
versions, UNIX/Linux and Mac OS X.

MRTG is for you. It will monitor SNMP network devices and draw pretty pictures showing
how much traffic has passed through each interface.

Routers are only the beginning. MRTG is being used to graph all sorts of network devices as
well as everything else from weather data to vending machines.

MRTG is written in perl and works on Unix/Linux as well as Windows and even Netware
systems. MRTG is free software licensed under the Gnu GPL.

15.6 M

0.2 M

a.5 M

J.4 M

Bits per Second

0.0 M

10 12 14 16 18 Z0 22 o 2 4 & & 10 12 14 16

Procedure:

There are 5 distinct steps to getting MRTG running for the first time. Follow the link to each
step below to begin.

INSTALLING PERL
INSTALLING MRTG
RUNNING CFGMAKER
RUNNING MRTG

RUNNING MRTG AS DAEMON

INSTALLING PERL

Download the latest version of Perl from ActiveState to your desktop. After the download
process has completed, double click on the program to begin the installation process.

INSTALLING MRTG

Download MRTG to your desktop.You also need WinZip (or another unzip utility).
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Double Click the MRTG icon to unzip the file.

Notice there is a default path (right) in the above screen. Choose the location to unzip MRTG
and then choose Extract. After the extraction process completes, close WinZip. (This set up
uses F:\)

21 x|

E utract ko Folders/dhves: IWI
[P =] | [=7A peskiap
— Filez E@ by Computer Cancel |
: . - 3% Flappy [42)
" Selected files =2 Local Disk [C:) Help |
& Allfiles @ Cormpact Disc [D:]

ER=

=3 Local Didk )
22 MMy Metwoark Places
-5 My Documents

i~ Files: I

I Owenwrite existing files
I Skip alder fil=s

I+ Usze folder names

Mew Folder... |

Navigate to the location you extracted MRTG to and notice the odd name on the folder.
Right Click on the folder and select Rename. Change the name to mrtg.

B

J File Edit Wieww Fawvorites Tools Help
J dmBack ~ = - | i search LY Folders £ #History | [ OF % o | RS
J Address |g MRTG (F:) _I' ﬁGD
=1 |
- L B ()
- Open
MRTG (F:) -
Search...
mrkg-2.9.17
File Folder sharing. ..
Madified: 6/6/2001 4:13 PM 3 Add to Zip
] 3 Add ko mrkg-2.9. 17, zip
Attributes: (normal) 50 7ip and E-Mail mrtg-2.9.17.zip
Send To 3
Cuk
Copy
Creake Shortcuk
Delete
Properties
Renames the selected item. 5

Create a new folder called on the same drive called mrtghtml.
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= MRTG (F:) — O =

File Edit Wiewn Fawvoarites Tools Help ﬂ

= Back - ] LA Search  [4Faolders S #Histary ] EEERS
Address [= MRTG (F:) ~| & sa
— . .

:——' Wi »

mrkg Perl
MRTG (F:) Arrange Icons >
Lim= Up Icons

Select an ikem ko view its RialfEsh

description. Zuskomize This Folder. ..

Zapacity: 5.99 GE

[ vsed: 70.7 MB Undo Renams CErl+-Z

[ Free: 5.92 GB

Shorbcuk !

FProperties =1

@ EBriefcase

r\ﬁ’ Bitrnap Images

;jl wordPad Cocument
=l Rich Text Docurnenl

% Text Docurment
<£7] wawe Sound
See also: @ WwWinZip File
My Diocurnents
Fly Metwork Places
My Cornputer

_reates a new, empky Folder.

You are now finished with the installation of MRTG.

The next step is to create a config file for the MRTG data you will collect. You can create
this file with CFGMAKER.

RUNNING CFGMAKER

CFGMAKER is used to create a configuration text file for MRTG Data Collection.
It is ran from a DOS Prompt. Before running CFGMAKER, download an

install MRTG and Perl.

Go to DOS command and Navigate to the mrtg\bin directory.

CHWINNT Y S ystem 32 command.com

Microsoft<R> Windows DOS
CCr2>Copyright Microsoft Corp 192981999

mertg~hin
F=~MRIG-BIM>

This is the fun part! At this point, you must know the community string and IP address for the
equipment you want to monitor. If you don't know, you most likely don't have any business
monitoring it! In this document, I will use a Windows NT Server. It would work exactly the
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same for a router, bridge, or switch. The only difference would be the output file might
include several interfaces (or ports) instead of just one. We will use the community string
of public and an IP of 10.1.1.1. Substitute yours as appropriate. Also, we will name the cfg
file server.cfg.

Use a name that makes sense to you and your environment.

Type the following syntax on one line as follows. (DOS may automatically wrap the text
which is acceptable.)

perl cfgmaker public@10.1.1.1 --global "WorkDir: f:\mrtghtml" --output server.cfg

Hit Enter when finished. If you used the correct information, your output should look similar
to the output below.

C:WINMNT . System 32\ command.com
F:*>cd mptg-bin

F :*~MRTG~BIM>per]l cfgmaker public@i@d.1_.1.1 ——global "WorkDir: f:mptghtml' ——outp
ut server.cfqg
Get Device Info on public@i@_1.1.1:
Uendor Id:
Populating confcache
confcache public@i@.
confcache public@Ei@.

Descyr M5 TCP Loopback interface —2> 1
Descyr InteldR> PRO-18BBA Gigabit Adapter —> 2

Ip i8.4 4.4 —> 2

Ip 127.8.8.1 —> 1

Tupe 24 —> 1

Type & —> 2

Eth —> 1

Eth 88—-98-27-al-5%c—a3 —> 2

1
i
confcache public@Ei@_1
confcache publici@1@.1
i
1
i
1

confcache publicBEi@.
confcache public@i@.
confcache publicBEi@.
confcache public@li@.
Get Interface Info
Walking ifIndex
Walking ifTuype
Walking ifSpeed
Walking ifAdminStatus
Walking ifOperStatus
Writing server.cfg

F :~MRTG~BIHN

RERRRR R

data. You have now created your first cfg file. For more config options also
check Indexmaker. We can now move forward and start collecting

You could collect data sitting around all day and run MRTG manually from a command
prompt. However, the simplest way to run MRTG is to run it as a daemon.

Navigate to the \mrtg\bin directory and find your cfg file. This example has used server.cfg.
Open the file with Notepad.

Near the top of the file, type the following syntax:

RunAsDaemon: Yes
Interval: 5
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& cerver - Notepad
File Edit Format Help

# Created by
# cfogmaker public@lo.l1.1.1 --gl

RUnAsDasmnon: yves
Interval: &

### Global Config options

2 FAar HIRT

This will cause MRTG to run every 5 minutes.

Return to the DOS window and run MRTG again.

IZ:"-.,WINNT"-.,S'r5tEn132"-.,l:nmn1and.cun1

Microzoft<(R>» Windows DOS
CCr2Copyright Microszoft Corp 1998-19979.

Cow2f =

F:»cd mrtg~hin

F:~MRTG“BIM>per]1l mrtg sevrver.cfg
Daemoni=ing MRTG ...
Do Mot close this window. Oy MRIG will die

MRTG is now collecting data every 5 minutes. You can minimize the DOS window to your
task bar. Now you have completely finished installing MRTG.

Closing the window will cause MRTG to die!

If you accidentally closed your MRTG window, open a new DOS window and restart MRTG.
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LAB SESSION 11

Objective: (a) Introduction to TCL programming. Learn installation of ActiveTCL in
windows environment.

(b) Running a basic TCL script to learn the commands PUTS GET and SET with grouping and
substitution concepts.

Background Theory: Tcl stands for Tool Command Language and is a string-based,
interpreted command language. Its simplicity in syntax and common easy approach to
semantics makes this an easy language to learn and become proficient in. It is widely using in
Telecom and Network devices to automate the tasks. Many routers and servers have tcl
scripting provision. It is also used as front end scripting language in Network Simulator.

Procedure(a): When you have installed Tcl, the program you will then call to utilize it is
tclsh. For instance, if you write some code to a file "hello.tcl", and you want to execute it, you
would do it like so: tclsh hello.tcl. Depending on the version of Tcl installed, and the
operating system distribution you use, the tclsh program may be a link to the real executable,
which may be named tclsh8.6 or tclsh86.exe on Microsoft Windows.

The tclsh is a simple command-line interactive interpreter. You can either start it with a script
on the command line, in which case it runs the script to completion and then exits, or you can
start it without any arguments, in which case you will be presented with an interactive
prompt, usually using a % symbol to prompt for input. In interactive mode, you can type in
commands, which Tcl will then execute and display the result, or any error messages that
result. To exit the interpreter, type exit and press Return. Playing around with the interactive
interpreter is a great way to learn how to use Tcl. Most Tcl commands will produce a helpful
error message explaining how they are used if you just type in the command with no
arguments. You can get a list of all the commands that your interpreter knows about by
typing info commands.

Procedure(b): Go to tclsh prompt and type the following tcl commands one by one na
drecord your observations in the observation section.

% a= gets stdout

invalid command name "a="

% set a [gets stdout]

channel "stdout" wasn't opened for reading
% gets stdout a

channel "stdout" wasn't opened for reading
% gets stdout a

wrong # args: should be "gets channelld ?varName?"
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% gets stdin a

282g

4

% puts $a

2ggg

%setas

% PUTS $a

5

% set a [gets stdin b]
% Puts “Sa $b”

3 ggg

Similarly you can write your commands in a file in form of a script and run that file.To do so
type tclsh filename.tcl on command prompt.

Exercise: Write you own program in tcl to take a number as input , multiply it by 5 and then
print the result in a new line on the console.
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LAB SESSION 12

Objective: To learn Looping structures (while and for) in TCL

Background Theory:

Tcl supports a number of commands for looping, or executing the same command or set of
commands multiple times. Two of them are while and for. While command creates a loop
that executes as long as the test expression evaluates to a true value. When the test expression
evaluates to false value, control exits the loop and continues with the command immediately
following the while command.

The for command creates an iterative loop, that is, a loop that executes a fixed number of
times and then terminates (again, with control passing to the command immediately
following the for command).

Loops that use while are sometimes referred to as indeterminate loops because we don’t
know how many times they will execute, only that they will (hopefully) eventually terminate
when their test condition evaluates to false. The syntax of the while command is:

while { test} { body}

test is a Boolean expression. When the loop starts, test is evaluated; if it is true, the command
or commands in body execute. Otherwise, body is skipped and execution resumes with the
command immediately following the while command. After each pass through body, test is
re-evaluated. If test is still true, body will execute; otherwise, the loop terminates and
execution resumes with the command immediately following the while command.

The for command enables you to execute one or more commands a fixed number of times,
or iterations. Hence, for loops are often referred to as iterative loops. Its syntax is:
for { start} { test} { next} { body}

Procedure:

Write the following script in a file named while.tcl and run that file using tclsh while.tcl on
command prompt:

set lineCnt 0

set charCnt 0

while {[gets stdin line] >= 0} {
incr lineCnt

incr charCnt [string length $line]

}

puts "Read $lineCnt lines"
puts "Read $charCnt characters"

This simple script reads input typed at the keyboard (or redirected from another file). Each
time it encounters a newline, it increments the variable lineCnt by 1 and the variable
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charCnt by the number of characters in the line. When it encounters EOF (end-of-file), it
drops

out of the loop and displays the number of lines and number of characters read.

$ ./while.tcl < while.tcl

Read 13 lines

Read 229 characters

Recall that gets returns -1 when it reads EOF—that means that the test condition [gets std
line] >= 0 will return evaluate to true as long as gets receives valid input. When gets sees
EOF in the input stream, the test condition evaluates to false and the loop terminates.

incr command increments(hence the name) the value of a variable. incr’s syntax is simple:
incr var ? unit?

By default, incr increments var, which must be an integer variable, by 1. If you specify unit,
which must also be an integer value (or an expression that evaluates to an integer value, as
in while.tcl).

Again write a file named for.tcl and run it using tclsh for.tcl

for {seti 1} {$i<=10} {incri} {

puts "Loop counter: $i"

}

This script increments the value of a loop counter variable, i, and displays that value.

* The start condition is set 1 1.

* The test condition is $i <= 10.

* The next expression is incr i, which increments the value of i by 1 on each pass through
the loop.

* The body command is puts "Loop counter: $i".

The body of the loop executes for each value of i that is less than or equal to 10. The runtime
behavior should be unsurprising:

$ ./for.tcl

Loop counter:
Loop counter:
Loop counter:
Loop counter:
Loop counter:
Loop counter:
Loop counter:
Loop counter:
Loop counter:
Loop counter: 10

Exercise: Write a program each to demonstrate the use of while and for loops.

0O JON DN WM

O
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LAB SESSION 13

Objective: To learn about the TCL Lists

Background Theory:

A Tcl list is nothing more than an ordered sequence of values(elements), separated by a space
character. Elements that contain embedded white space need to be grouped using braces or
quotes. Like strings, lists are accessed by their indices, which are 0-based.

The most cogent example of Tcl lists is a Tcl command. In fact, Tcl lists have the same
syntax

as Tcl commands. A command is a list, the first element of which is the command itself, and
the remaining elements of which are the arguments to that command. Not surprisingly, then,
the same rules and considerations that apply to creating Tcl commands ( grouping and
substitution) also apply to creating Tcl lists.

The definition of a Tcl list as an ordered sequence of values doesn’t necessarily mean that
lists are sorted. Rather, lists are ordered because list elements are accessed by their indices.
Tcl lists also consist of potentially heterogeneous elements( mixed data types). Unlike arrays
in traditional programming languages (like C), which consist of homogeneous elements.

Tcl lists can contain integers, strings, characters, and even other lists.

For example, {a b 893 "Some random string" {Z Y X W}} is a perfectly valid list consisting
of five elements: the character a, the character b, the number 893, the string "Some random
string", and the embedded list {Z Y X W}.

Procedure:

To create a list in Tcl, the most efficient way is to use the list command:

list item1 [ item2] ...

The list command creates and returns a list which consists of the arguments item1, item2,
and so forth. Each argument to list must be separated by whitespace.

The following example shows how to create lists.

$ tclsh

% set faceCards [list Ace King Queen Jack]

Ace King Queen Jack

% set acesBySuit [list {Ace of Hearts} {Ace of Diamonds} {Ace of Spades} {Ace of
Clubs}]

{Ace of Hearts} {Ace of Diamonds} {Ace of Spades} {Ace of Clubs}

In the first example, we assign faceCards a list consisting of four elements: Ace, King,
Queen, and Jack. In the second example, we create another four-element list, acesBySuit.
This time, though, because the elements contain spaces, we use braces to group the items that
make up each element.

If you need to add items to the end of an existing list, use the lappend command. Its syntax is:
lappend listVar item1 ...

The first argument to lappend is the name of a list variable ( listVar ).

The second and subsequent arguments are the items to append to the list.
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The concat command works much like lappend, except that it does not maintain the list
structure of appended elements. In addition, concat strips leading and trailing spaces from
each of its arguments before concatenating them together. The concat’s syntax is :

concat ? iteml ...?

concat’s return value is the concatenated list with one level of list structure removed. To see
the difference between lappend and concat, consider the following code, concat.tcl, in this
chapter’s code directory:

set faceCards [list Ace King Queen Jack]

set numberedCards [list 109876 54 3 2]

# lappend creates a list of two lists

lappend suit $faceCards $numberedCards
puts "$suit (Iength: [llength $suit])"

# concat creates a singe list

set suit [concat $faceCards $numberedCards]
puts "S$suit (Iength: [llength $suit])"

You can see the difference in the resulting output:

$ ./concat.tcl

{Ace King Queen Jack} {1098 7654 32} (length: 2)

Ace King Queen Jack 109 8 76 54 3 2 (length: 13)

The lappend command creates a list that consists of two elements: the list of face cards and
the list of numbered cards; the list structure of the parent lists has been preserved. The concat
command returns a list that consists of 13 elements, having created a single list by splicing
together the two constituent lists and removing a single (and, in this case, the only) level of
list structure from the parent lists.

If you need a simple list that contains all the elements of the parents, use concat. If you need
to maintain list structure, use lappend.

Exercise: Modify a list by inserting new elements into it.
Hint: To insert one or more elements into a list at a specific location, use the linsert
command. Its syntax is:

linsert listVar index item ? item ...?7

This command inserts each new element (denoted by item) into the list specified by listVar
immediately before the index specified by index. listVar itself is not modified. Rather,

linsert returns a new list with the inserted values. If index is less than zero, the new elements
will be inserted at the beginning of the list (at index 0); if greater than the number of elements
in the list, the new elements will be appended to the end of the list.
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Lab Project

Task: Using Mib Browser inquire any one sub-group in the Mib Tree of a device. Also

capture the packet transactions using Wireshark. Analyze the results obtained in the the above
task.
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